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y ]
Regulatory Framewc Challenges
and Compliance

Requirements



24

Overview of Inf.drma"t.ipf,i'
Security in the Healthcare
Sector
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ARl THE IMPACT OF CYBERSECURITY ON THE GLOBAL ECONOMY

In 2024
Monthly
Weekly
Daily
Hourly
Minutely
Secondly

9.2 trillion

766 billion
178.8 billion
25.5 billion
11,06 billion
17.7 million
2957 thousand

As of 2024, the economic losses from cybercrime in US dollars

Cost to the global economy

2024 oH 9,200,000,000,000%
202501 10,500,000,000,000%

Ransomware attack

71% of global businesses felt the impact of
ransomware trends
average cost of $896,000.




U.S. Agency for International Development (USAID)
report:

There are around 2,220 cyberattacks each day, and

that equates to more than 800,000 attacks each
year, according to Security Magazine.

According to one estimate, the global cost of cybercrime is estimated to top S8 trillion in 2023. This figure is
larger than the national economies of all but two countries—the United States and the People’s Republic of

China. And cybercrime is expected to continue to grow unabated over the coming years, with projections as
high as $23.84 trillion by 2027.

https://gia.gov.mn/49/item/643



https://gia.gov.mn/49/item/643
https://www.usaid.gov/digital-development/cybersecurity/economic-growth-briefer#:~:text=cybersecurity%20as%20the%20single%20greatest,top%20%248%20trillion%20in%202023
https://www.weforum.org/agenda/2024/01/cybersecurity-cybercrime-system-safety/
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A Ri:: 0 Distribution of cyberattacks across worldwide industries in 2023

Manufacturing

Finance and insurance

Professional, business, and consumer
services

Energy

Retail and wholesale

Healthcare

Government

Transportation

Education

Media and telecom

0%

5%

10%

15%

Share of cyberattacks

20%

25%

25.7%

30%



Do VR vl AVERAGE COST OF DATA BREACHES WORLDWIDE BY INDUSTRY, 2022 vs 2021

Public sector
Hospitality
Media

Retail
Transportation
Communications
Entertainment
Education
Consumer
Research
Industrial
Services

Energy
Technology
Pharmaceuticals
Financial
Healthcare
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Rt Rez:® Reasons why healthcare is the biggest target for cyberattacks

1. Private patient information
is worth a lot of money to
attackers

Cost per piece of personal
information on the Dark Web

Medical Record $250-S1000

Credit or Debit Card  [EYAI

FIGURE 1

. Driver’s License $20

|SSN $1

$0 $50 $100 $150 $200 $250
Measured in US$




AR Reasons why healthcare is the biggest target for cyberattacks

2. Healthcare staff aren’t educated
on online risks

One in four U.S. healthcare workers have
never received cybersecurity training from
their employer, according to a new report by

; 0
According to the report, 34% of U.S. Kaspersky

healthcare workers are unaware of their
company’s cybersecurity policy while 14%
are aware of their company’s policy but
never read it.

Another 19% believe there is no reason to
receive cybersecurity training at work
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ARz : W Reasons why healthcare is the biggest target for cyberattacks
‘ \

13%

USE VPN CONNECTIONS

46%

* 60% of remote workers use
unsecured personal devices
to access their employer’s

network.

MULTI FACTOR

AUTHENTICATION s Only 17% reported limiting
remote access to corporate
laptops.

189% o

0 « Ransomware attacks have

surged by 20% since the

g(El‘é![[ilERI:Ils:I:IECK remote work shift.

3. Staff need to access data remotely,
opening up more opportunities for

18%

ZERO TRUST NETWORK
ACCESS
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2

4. Use of Outdated Technology

GENIAENIE

I TR -l Reasons why healthcare is the biggest target for cyberattacks

5 SECURITY RISKS

Security Vulnerabilities
Data Breaches

Integration Challenges
Compliance Risks /HIPAA/
Outdated security protocols



el Reasons why healthcare is the biggest target for cyberattacks

9. NOT FOLLOWING SECURE
CODING STANDARDS

Vulnerabilities in poorly coded software can
be exploited by cybercriminals to gain
unauthorized access to sensitive patient data,
such as medical records, treatment histories,
and personal information.

Healthcare organizations are subject to
stringent regulatory requirements regarding
the security and privacy of patient
information, such as HIPAA in the United
States or GDPR in the European Union.

Exploitation of vulnerabilities in insecure code
can result in system downtime, service
disruptions, or even ransomware attacks.
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SO *Ri=1:l Reasons why healthcare is the biggest target for cyberattacks

open and shareable
CYBERSECURITY
| Confidentiality | Availability

Integrity

System for Health Data Collection
and Transmission

An authentication system

Access rights policy




Common Vulnerabilities
Risks
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TR -0 DATA BREACHES

HEALTHCARE SECTOR

TOP-10 healthcare data breaches of all time

Rank Company Date

1. Anthem Blue Cross January 2015

American Medical
2. ] March 2019
Collection Agency

&, Brazil Ministry of Health November 2020
4. Premera Blue Cross January 2015
Excellus BlueCross
5. ) September 2015
BlueShield
Managed Care of North

6. ] March 2023

America

UK National Health Service
7. July 2011
(NHS)

8. PharMerica March 2023
9. MedicareSupplement.com May 2019
10. TRICARE September 2011

safetydetectives.com

No. of People Affected

78.8 Million

26.1 Million

16+ Million

11+ Million

10+ Million

8.9 Million

8.6 Million

5.8 Million
5 Million

4.9 Million


https://www.safetydetectives.com/blog/healthcare-cybersecurity-statistics/
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S ER:1:W Top 5 threats facing the healthcare sector

%

[T] HosPITAL [[]
" [

K Attacks against network
connected medical devices
M that may affect patient safety

Insider, accidental or
o intentional data loss
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AU GREGIEE Social engineering

Number of phishing/vishing/smishing/
pharming victims reported to the FBI Internet
Crime Complaint (1G3), 2017-2021

2021 323,972

2020 241,342

2019 114,702

2018 26,379

2017 25,344

Social engineering

Latest on corona virus

O T mesoge was st with Figh igertance

Myt bealth-[hcok 2ip

World Health
Organization

Corona-virus updates

Canceming Corona-vins duease (COVID-19) crbresk, te World Health Orpsmzaton taess vou the Carara-nos E-Book
and Gude

Insde this £ Book (My-health}, you shall fnd out the complete rescarch/odgn of corona-virus and
the rocommended quide to follow to protoct yoursclf and others.

Guldance to protect children and business centre;

This quidance provides critical considerations and practical checkiists to keep Kids and business centre safe. It also
adhisess natonal and local authorties an how to atant snd inplement emergency plans for educational faolnes.

Critical , lincss and resp actions for COVID 19;

WHO has defined four transmission scenarios for COVID 19, My Heath E book describes the preparcdness,
reAiness and (ESPONse actions ar sach ansmissicn soenano,

Baslc protective measures against the new corona-virus;

1. Stay aware with the most contentad information on the COVID-19 outbreak, available on the E-Bock attachac
o this mail and through your national and kocal publc heaith authonty,

2, Avald touchng Eyes, Kose and mauth
‘Why? Hands touch many surfaces and can pick up viruses, Once contaminatad, hands can transfier the virus to

your tyes, e e mwnsh,

3. Prectioe respratoey hygene
This will atso protect you and help prevent the spread of viruses and other Infections.

You can new download and access the attached My Heslth 2p file from a vandows Computer only.

You are receiving this emaid becase vour |ife count 3¢ everyoas lives count. Sizn up for mace updates at the WIIO website
(mww ntso int).

Thsanks for Delprug 1o make te wold s e 2ealthae =



}EE SRz ;W Threat: Ransomware Attack

Organizations affected

Ransomware Attacks Against Healthcare by ransomware in 2021
140
120
2
10 66% of healthcare
8 66% organizations affected by
ransomware attack in 2021
60
40
20 coo-floco

YOUR FILES ARE

ENCRYPTED!

202301 202302 202303 202304

Ransomware attacks

https://405d.hhs.gov/Documents/HICP-Main-508.pdf


https://405d.hhs.gov/Documents/HICP-Main-508.pdf
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A hes: W |hreat: Attacks Against Network Connected Medical Devices

Patients are at great risk because
an attack has shut down heart
monitors, including ones being

used in surgery and other
procedures. Doctors are now
distracted, quality of patient care
has suffered, and patients’ health
is at risk.

Internet of Things (loT) vulnerabilities

Data shows that
53% of connected
medical devices
and other loT
devices in hospitals
have a known
critical
vulnerability.



An employee with access to patient records
begins to print extra copies of patient
records that include a significant amount

of sensitive information such as PHI. They
then take the copies and sell them on the
dark web.

%HuﬁﬂTuﬁHTeuB Threat: Loss or Theft of EQuipment or Data

loss (e.g., data loss,

asset loss)
A . i-=--> misdelivery (e.g., email sent
w U7 ' to the wrong person)
5% 36%
other <---"2-- !
vy GO - - - i
misconfiguration v
(e.g., incorrectly set publishing error (e.g., confidential
up systems)

data accidentally made public)




el DoS, DDoS xananara

& - DoS vs. DDos Attacks
Junk network traffic ransom to stop
o | this attack. A

Aﬁf ® @%“

— @ Victim

DoS Attacks

®m Use single-sourced devices

m Create fake traffic & O

m Exhaust server resources

® Occur on a smaller scale

*  Ynnumnras Tacangax

« YKUHX3H3 X3parnaryng cuctemzs xaHaax poosaacks N NN N/
Gorlomxryit Gorox N

« BanryynnarbiH H3p XYHA yHaXx, < Crtaron s g i -
X3P3arnarygas angax




TSR Tl DoS, DDoS attack

Without insulin they’re going to die

Ronda Miller, 54, said she and
her husband rely on a discount card to
afford his insulin — he has Type 2
diabetes and congestive heart failure.
But when she tried to pick up his
medication at her pharmacy Iin
Deadwood, South Dakota, on Feb. 22,
the card could not be processed.
Without it, the medications would cost
hundreds of dollars.




Regulatory Frameworkand ~ \,
Compliance Requirements
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Regulatory Framework and Compliance Requirements

Health Insurance Portability and Accountability
Act (HIPAA) - 1996

Health Information Technology for Economic
and Clinical Health Act (HITECH Act) - 2009

HITECH Omnibus Rule - 2009

Health Information Exchange (HIE) - 2016

Patient Protection and Affordable Care Act
(ACA) - 2010

Federal Trade Commission (FTC) Act

State Data Breach Notification Laws 2002 - 2024

Electronic Communications Privacy Act (ECPA) -
1986

Genetic Information Nondiscrimination Act
(GINA) - 2008

Scope of the law

HIPAA sets the national standards for the protection of sensitive patient health information. It includes
the Privacy Rule, Security Rule, Breach Notification Rule, and Enforcement Rule.

HITECH Act expanded HIPAA's privacy and security provisions and introduced additional requirements
related to electronic health records (EHRs) and health information technology.

This rule modified certain HIPAA provisions and extended the requirements to business associates,
including subcontractors, that handle protected health information (PHI).

Various state laws and regulations govern health information exchange initiatives, promoting the secure
sharing of electronic health information among healthcare providers.

ACA includes provisions related to healthcare data and privacy, such as requirements for health
insurance marketplaces and transparency in healthcare pricing and quality.

The FTC Act prohibits unfair or deceptive acts or practices in or affecting commerce. The FTC has
authority to enforce privacy and data security requirements for non-healthcare-specific entities, such as
certain vendors and businesses that handle consumer health data.

Many states have enacted laws requiring organizations to notify individuals and regulators in the event
of a data breach involving personal information, including health information.

ECPA governs the interception of electronic commmunications and includes provisions relevant to the
privacy and security of electronic health information.

GINA prohibits the use of genetic information in health insurance and employment decisions and
includes protections for genetic privacy.



8.4

EI HEALTHCARE LAW OF
MONGOLIA

19.1,19.2

CYBERSECURITY LAW OF
MONGOLIA

318, 319

PERSONAL DATA
PROTECTION LAW OF
MONGOLIA

AR Mouron Ync

8.4.0pyyn MaHOWAH M3O3anNnWiAr uyrnyynax, G6onoBcpyynax, awurmax, xagranax, arynryid 6aiansir XaHrax XypMer apyyn
M3HOWAH acyyaan SpxancaH TepWiiH 3axupraaHbl TeB Gaiiryynnara, uaxmm Xenkun, xapuruaa xonbooHsl acyydan apxancsH
TOPWIH 3axupraaHsl TeB baryynnaratain xamtpaH bonoBcpyymk 3acrviiH rasap batanHa.

19.1.0Hy, yyxan magaannuiaH A3 OyTtauTtalr Baryynnaran Aapaax YMmanaap yin axunnaraa apxanaar baliryynnara
XamMaapHa:

19.1.3.x0&p, rypaeayraap LiatnansiH apyyn MaHAUAH Gairyynnara;
19.1.4 .xyH, ManbIH roy xangeapT eBYMH cyanax naboparopu;

19.1.5.9M, xumHIAH xopT GonoH aroynTan Goauc yinasapnary;

5.1.Magsanan uyrnyynax, GonoBcpyynax, aliMmaxan apaax 3apumsir bapumMransa:
5.1.1.XyHWIA 3pX, 3pX Yereer 3ep4uxryi banx;
5.1.2.XyHWIA 3pX, XyYyIb ECHEI aLLUI COHUPXITLI XYHASTSX;
5.1.3.anraBapnaH ragyypxaxryi baix;

5.1.4.M3093NNWIAr  Xyynbd 3aacaH YHOSCMaN33p, 3CXyN M3O9SNNWH 33HWMA 3eBLUSSPNUIAH  daryy Uymyynax,
GonoBcpyynax, almrmax;

5.1.5.M30393NMAH arynryin GanansIr xaHrax;

5.1.6.M3093NNMIAH YHaH 388, OypaH OyTaH Daiankir angargyynaxryi Gaiix.
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A Re::M Moxron Ync

Xoép, rypaBayraap LarnansiH apyyn

207 M3HOWKH Barryynnara 54

EI GOVERNMENT
REGULATIONS

(NlaBnaraa wartHbl 3pyyn M3HOWAH
Gaviryynnara 6onoH Tycrail MapraxrnuiiH Tee)

14, 17.
M, SMHINMUIAH X3PArCANAH XAHanT,

300HO3bIH ©BYWH cyananeiH VHﬂSCHMI;I TeB
30XMUYYnanTbIH rasap

115. 118. XyHWii 9M, OMHONIWIAH xaparcan, Garax, ToHor
XYH, MaribIH roll xanasapT eB4vH cyanax . OM, XuUMUiH xopT GonMoH aloynTaii Gofuc | TexeepeMxK, NpoTe3  VANABIpraX, xyaangjax,

XanasapT eB4MH CyanarbiH YHO3CHWI TeB . . . .
na6opatopi yitnasapnary Gaiiryynnara VIMMOPTIIOX Tycrait 3eBLUespen 6yxuit

Baiiryynnaryyn

116. 119.
Tacapy genbapaxaac bycan xumuiH xopT BonoH
HWiACnanuitH 300HO3bIH ©BYMH CyANanbiH TeB aloynTai Bofe yANABOPRGX Tycrail 3eBLLISBpeN

Oyxuii Garyynnaryyn

XOEP.YHORCHWUIA TOBUIAH YWr YYPar, YIAN axunnaraa

2.2.2.0HY Yyxan mMagssnnuiAH O34 DyTauTsi TepuiH emYMT XYYNUiAH 3Tra3n OONOH TepWH M3O33IUTMIAH HATACSH CYIDKISHA
3 18, 3 19 xonboracoH GairyynnarbiH MaA3anNnMilH CMCTEMI YWIMAcaH knbep xananara, 3epunuiir MNpyynax, TacnaH 30rcoox, xapuy apra
X3MKa3 aBax, Knbep xananara, 3ep4una epTceH M3AS3NMAH CUCTEMUWIAT HEXEH CaPrasxa A3MKIAI y3YYax;

GOVERNMENT
REGULATIONS Xo&p. HUATWIH TEBUIAH YT YYP3T, Yiin axunnaraaHsl YUrnan

2.2.1.MpraH, XyynuilH 3Trasf, OHL YyXan MagsannuiiH Asa ByTauTain XyBUAH X3BWNWIAH BaidryynnarsiH M3asanmnuiiH CUCTEM,
M3O33NNWIAH CYITK3aHWIA aroynryin 6annana 3eBnemx erex;



Article 19 of the Law on Cyber Security. An organization with critical information infrastructure:

19.2.1.knbep atoynryn Ganonbir xaHrax yin aykunnaraaHbl 40TOOM XKy paM 6aTnax;

19.2.2.KMbep xangnara, 3epUnuinH yed garax Mepaex Ternesnereer 6atamk XaparKyyiax;
19.2.3.M3033/1IMWH atoynry Ganonbir XxaHrax Tafaap CTaHAapPTbIr HIBTPYY/I3X;

19.2.4.knbep atoynryn Gananbir xaHrax YN aykunanaraa xapuyLcaH HanK, ocxyn anbaH TyllaanTaHTam Gamx;

19.2.5.k1Mbep atoynryn 6ananbiH 3PCOSNUNH YHINTIIM XU TyTaM, 3CXY MIAISNANNH CUCTEM, M3OI3MTUNAH CYHKIDHUI ©0PUNSNT XMNTOoX 6y PO X3COrUnsH,
3px Byxu1it GanryynnarbiH WaapacaHaap Tyxan 6yp XM, rapcaH OyrH3MT, 36BeMXK, LaapanarbiH Aaryy Xon6oraox apra XaMa3r aBy X3 PIrKyyI3X;

19.2.6.M3023NNMWH atoynry 6ananbiH ayauTbir X0EP XM TyTaMa XUNNrax,;

19.2.7.M3A33/TUMNH CUCTEM, M3OII/IMNH CYSDKIIHUIN atoyry 6anaibir XxaHraxag Waapaiaratan yampanara, 30xXxMoH 6anryynantblH 6010H TEXHUKUMH apra
XIMHYKIIT TOMOBIOX, X3PIMKYYIX;

19.2.8.kMbep xananara, 3epUYnumnr MNpyynax, bypTrax, TacnaH 30rcoox Ma3a33NTMNH CUCTEMTaI Balx,;

19.2.9.M30331UMNH CUCTEM, MIOIINNUNH CYIHKIDHUN YANONUNH BYPTraNUMNT Knbep aoynryin 6ananbiH HUATASM XKypaMd 3aacaH xyralaaHa xaaranax,

19.2.10.knbep atoynryin 6ananbiH 3pCa3NMMNH YHIATI3HWUM 6010H M3A23NIMWH aloynrym 6ananbiH ayaAUTbIH TaMMaHT Xy/193H aBCHAac XOWLL H3I CapblH OOTOP
Knbep xanmosara, 3ep4YmniTan TOMUIX XON60raoxX TOBA XYPryynax;

19.2.11.3px Byxni BGanryynnaraac xypryyscaH 3eBnemMy, laapasarsir 6Uenyynax, M1spcaH angaa, 3epUininr apusrax apra XaM»<aar aBax,;

19.2.12.ragaafblH MPraH, ragaanblH XyyUMH 3Trasa33p KMGep atoynry 6anofbliH 3pCO3IMMH YHITI3T XUNMr3X TOXMONLOMNA TarHyybiH 6anryynnaraac
caHan aBax;

19.2.13 xapuyLicaH M3O331UNH CUCTEM, A3 BYTLUMINH X3BUWH, HanaBapTan, TaCpanTrynm 6ananbir XaHrax, raMTa/1 caaT/blH Yeo COPradH axuinyynax
TeneBnereeTsn 6anx,;

19.2.14.knbep xangnara, 3epUsminH ynMaac MaassinninH cCUCTeM, O30 6YTUMINH X3BUWH VAN a)kKnnnaraa angaracaH, TacpanTryn YU axunnaraar xaHrax
BONOMKIyM 60NCOH OapyWa 3H3 Tanaap KnMbep xanmgnara, 3epUYmnnTai ToMLUSX Xon6orgox Tesn MaasraosXx;

19.2.15.TeneBnereeT Y33l WanranT, @epuinH 034 6yTLUS3C rafHax CY/IXK33, CUCTeM, rapcaH r3MTafl, caaTarl, MH3TUNH 60M0H AaBargallry il XYYHMUI LNHXXTOM
Hexuen 6ananbiH yaMaac O34 6YTLUMINH X3BUWH, TacpanTryn YU axuanaraar xaHrax 60/1oM»Krym 6o aH2 Tanaap Knbep xanonara, 3epUYmnTsin TaMLDX
XONBOrOoX TeB, X2P3rNaryma apym Maasrosx.



A HMATARH TOB LAW ON CYBER SECURITY

MANAGEMENT,
NATIONAL SECURITY COUNCIL - REPORT
PRESIDENT PRIME MINISTER SPEAKER OF THE PARLIAMENT CooR=R Sl
* DAILY COOPERATION
CYBER SECURITY COUNCIL —>OFFICE OF THE COUNCIL

] STRATEGIC LEVEL

A N7 === 5.3 0 faiaitieeit ittt
ARMED FORCES CYBER GENERAL INTELLIGENCE AGENCY MINISTRY OF DIGITAL
SECURITY COMMAND DEVELOPMENT AND COMMUNICATION

V

INFORMATION SECURITY DEPARTMENT
TACTICAL LEVEL

____________________________________________________ T

I —— PUBLIC CSIRT
POLICE CENTER NATIONAL CSIRT AND OTHER CERTs OPERATIONAL LEVEL
CYBER CRIME NATIONAL GOVERNMENT PRIVATE SECTOR LEGAL
POLICE DEFENSE ORGANIZATIONS WITH ENTITIES, INDIVIDUALS
DEPARTMENT CENTER CRITICAL INFRASTRUCTURE

NATIONAL CYBER SPACE



AGAINST CYBER ATTACKS AND VIOLATIONS

PUBLIC CSIRT
134 GOVERNMENT 82 PRIVATE SECTOR LEGAL
ORGANIZATIONS WITH CRITICAL ENTITIES, INDIVIDUALS ARMIED FORCIES

INFRASTRUCTURE UNITS
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Dog i R vl A Survey of 67 State Institutions

M3J1331IUIAH AOYNTYI BAWZUTbIH TYYB3P CYIANITAA

Iél wwmﬁ RRRPRDR  Avap or Gaitanaap kubep xananaras sprex aiican 29.41%
®
¥ SACTVNH TASAD PRRRRARRA fm R W M3330 Uit TEXHONOTWIIH aCyyAaN XapuyLICaH HANXTYii 32.35%
Parlia ment of Govern ment. aggnaes and RRRRRRRRAR M3337WitH aioyAryil BaifLnbIr XaHrax SMap HarsH CTaHAApT, BPeiiMBOPK  53.33%
Mongolia organizations RaaX MepALBITyi

5 2 8 rﬂ\ W WW fn] W W W W W Magaanuii aloynryii GaianbiH SpCASNMAH YHIATI3 XuAnrax Gaviraaryin ~ — 0-00%

@ W y‘nfm /n\rﬂ\ W W fﬂ\ W Xananarap eptex baviraaryii, xananara epTex baricaH 3cax3a Maaaxryi 70.59%

\@  Mapasnawitn atoynryi 6aitanbii sMap HaraH 6oAnorbiH 6apumT brymrryit 56.67%
rRRfRNRANN 3cBan bonosepyyx bairaa

[}
0
Il

MOHION YNCbIH
3ACIUMH FA3AP

Government of Office of the Provincial and OTHER
Mongolia Capital Governors

14 14 S5
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S YHA3CHUMA )
IS L1AX M XK, %%v;cmmuu

kil XAPUJTLIAA XOJ1IB00HBbI SAM

2022 oxp 6500 epxuitn 9144 vpraguitn ayHA
XWAC3H CyAanraaraap

Improving Public Cybersecurity Knowledge

CYBER SECURITY LITERACY
OF MONGOLIAN CITIZENS
AGED 15 AND OVER

26.2%

participants
are skilled

13.8%
of the
participants
are NOT
skilled



e .l Information sharing flow

YHA3CHUA CTaTUCTUKUIH XOPOO ] [ u 3pYYN M3HAMWH fIaM ]
I ‘
—{ Ipyyn MaHAUKH AaMHbl Xapbaa 3pyya M3HAUAH XONKUAH TOB -
Tycran M3praX/IMinH TeB, TOPBIHKCEH 9M#A-Haac 3eBLUeepen aBaar
M3PraXIMNH 3MH3aNar XYBUWH X3BLUNUAH 3MHINAr

r—{ HuiCN3anuiiH 3pyyn MaHAWWH ra3pbiH CMAﬁ «——»( AUMIUIAH apyyn MaHAWIH raspbiH CMA =
I I

_[ AMapXux rasap l LyYYPruiH HaracaH [ AWUMIUAH HAr4CcaH

¢ AMH3nar amMHanar, bO3T
1 Tycrai amMHanar | "
LAyypruix apyyn X066t HATACIH |
] Bycap amHanar MOHAMIH TOB aMHaNar =
NABMATAA LIATHbI
AHXAH LATHbI | l | |
| OpxXuitH 3pyyn ~ TOCrOHbI 3pyyn . XyBWitH . OpxXWitH 3pyyn " CyM, TOCFOHbI

M3HAWAH TeB  M3HAWUIH TeB AMH3NAr M3HAUWH TOB - 3pYYN M3HAUIAH TeB
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Jlagnaraa war: JliokceMOyprviiH  3acruitH  raspbiH
CaHXYYKMNTTIW  “ANcbiH  3aifH  aHaraax  yxaaHbl
YHA3cHHMiA cymxaa” Tecen MNCARDIO

AnxaH wart: 3ypx cyAacHbl 6BYHMIA HIH WaapAnararaif
TyCMaMX, YiAnunnraauuii arw, Moullan

MoHron yncaa YAXpUAH WWXWH, YUXPUIH
WWKVHTMAH WANTTAaHT PETUHOMATUIH TYCNaMX
yiinunnrasnwii 3arsap tecen — ORBIS

LICEMED
IMuiiH xop /IMI/

Software used in healthcare sector

YMaiiH Xy3yy, XeXHWid 8MOHIMAH WNPYYNar Y3N3TWiH
oyptran Screening.gov.mn

Jlabopatopbin M3a3annuiti cucteM — LMIS BLOOD
XyBUitH naboaTopuith M3A33NNMIAH CUCTEMYYA

BcBep YewiiH M333NNNIAH CUCTEM
3pT UAPYYATVIAH M3A33NNMiAH cucTem VHS

Koponasupyct xanasap /KOBWJI/-biH uap TaxnblH
YeUAH M3733, MIAIINIMAH 6IN3H BaliANbIr XaHrax,

5 * HITAC3H CaH YYCrax 30punroop
1. 3pyyn M3HAWIAH cTatucTuk bonosepyynantbii H-Info covip-19 2. burtgel.mohs.mn,
]%E[ 3.0 nporpam xaHramx 3. eruul.gov.mn, 3pyynMH
2. YOK pawb6oapa, 4. tandalt.gov.mn
1. Cypbearuith Mapaannmiin cuctem TUUSBIS -
“ 2. Bupyct xenatuTblH apxar Xanjgap OypTrax cucTeM & 1 gyﬁ?ﬁﬂﬂ;ﬁﬁﬂ;ﬁw CHCTEM
' - 2 R\r KF‘{WMH o ’V « JlapxnaaxyynantbiH GUCTEM
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UNSURE @ © UPTO 5% OF BUDGET

0
NO SPECIFIC ALLOGATION O 8% 2% 239% O 6-10% OF BUDGET

4%

HOW MUCH
HEALTHCARE ORGANIZATIONS
SPEND ON CYBERSECURITY 0
WORLDWIDE, 2022 OveR 1 o 21%

420/0 O 11-15% OF BUDGET

Apyyan MaHAMNH canbapblH knbep atoynrym 6anansiH TpeHa 2024 (safetydetectives.com)



https://www.safetydetectives.com/blog/healthcare-cybersecurity-statistics/
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Information sharing

/Internal & external/

MAIN CHALLENGES

» Lack of knowledge Lack of cyber security Insufficient Implementing secure
knowledge of top investment on cyber coding
* Lack of human resource management security
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In maintaining
cybersecurity,

everyone's
participation is
key
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CYBER INDEPENDENCE OF
MONGOLIA




THANK YOU FOR YOLU
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